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Abstract

Tor is an anonymity network with relays run by thousands of volun-
teers across the world. Load-balancing among these relays depends
on bandwidth measurement carried out by directory authorities.
Prior work has explored attacks in which the attacker prioritizes
measurement traffic to cause an inflation of weights (i.e., the proba-
bility of being selected) assigned to malicious relays.

We introduce a related but novel deflation attack in which exit re-
lays operated by an adversary cause a decrease of weights assigned
to other benign relays by throttling bandwidth measurements. We
implement our attack and evaluate it using the Shadow simula-
tor. We show that deflation attacks can have devastating impacts
on both Tor’s performance (e.g., a 5.5X slowdown using two mali-
cious exits) and anonymity (e.g., increasing susceptibility to traffic
correlation attacks by 4.1x). We then propose and evaluate an easy-
to-deploy solution that completely thwarts the deflation attack.
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1 Introduction

Tor is an anonymity overlay network consisting of thousands of
volunteer-run relays (routing nodes) distributed globally. To ac-
cess the Internet anonymously, a client (the user’s software) con-
structs a circuit, a multi-hop path through the overlay network,
by selecting three random relays through which to route their
layered-encrypted traffic [6, 21]. Given that volunteer-operated
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relays exhibit a wide variance in available bandwidth [3], this se-
lection process is weighted by each relay’s measured capacity to
optimize network load balancing [25].

Accurate relay bandwidth measurement is critical to Tor’s per-
formance and anonymity properties. Measuring this capacity falls
to directory authorities (or dirauths), a small set of trusted servers
that maintain the definitive state of the network and publish hourly
network consensus files. Several dirauths run the Simple Bandwidth
Scanner (sbws) [15, 27] to actively probe and report relay capacities.

Because relays can easily distinguish active measurement probes
from standard client traffic, malicious relay operators can exploit
this visibility. Specifically, attackers can mount a selective denial-
of-service (DoS) attack in which they prioritize measurement traf-
fic while throttling normal client traffic to artificially inflate their
reported bandwidth [13]. This weight inflation degrades the Tor
network’s load balancing and overall performance.

Attackers can achieve this inflation at no additional bandwidth

cost by reallocating their existing capacity. Inflated bandwidth mea-
surements increase the probability that malicious relays are selected
by clients, thereby facilitating traffic analysis and deanonymization
attacks that compromise user privacy [1, 14, 16].
Deflation attacks. In this paper, we introduce a novel class of
adversary behavior: the deflation attack. In such an attack, a mali-
cious exit relay (the final node in a circuit) detects when it has been
selected as the second hop in an active measurement circuit de-
signed to evaluate a preceding relay. Upon detection, the malicious
relay throttles the measurement traffic, causing the target relay’s
measured throughput to appear artificially low (i.e., deflated).

Similar to inflating one’s own bandwidth, deflating the measured
bandwidth of honest competitors increases the relative selection
probability of the malicious relays. As a result, such an attack de-
grades load balancing, reduces network performance, and increases
deanonymization risks. We argue that deflation attacks are harder
to detect than inflation attacks: inflation requires throttling active
clients, who would notice the performance drop, whereas defla-
tion targets only measurement traffic and causes no performance
drop visible to clients. As such, measurements misattribute the low
throughput to a bottleneck at the victim relay.

Contributions. We evaluate deflation attacks in Shadow [9, 10]
simulations on generated networks proportionally scaled down to
1% of the real Tor network. The simulations show that deflation
attacks decrease overall network performance (e.g., by 5.5x with
two malicious exits) and cause the malicious relays to be selected
more often (e.g., increasing the adversary’s ability to perform traf-
fic correlation attacks by 4.1x). We also design and implement a
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defense against deflation attacks in which a trusted exit with suf-
ficient bandwidth is dedicated as the permanent second hop in
all measurement circuits. The simulations show that this defense
completely defeats deflation attacks.

2 Background

Although Tor is mostly decentralized, it relies on nine directory
authorities (dirauths) to publish consensus files that list informa-
tion about each Tor relay (such as its IP address, bandwidth weight,
relay flags, etc.) and the status of the whole network [7]. Five of
the dirauths currently run sbws to perform relay bandwidth mea-
surement. sbws exchanges traffic with websites dedicated to the
measurement through a circuit that includes the measured relay. It
then computes the throughput as the number of bytes transferred
divided by the elapsed time. Because only exit relays (i.e., relays
with the exit flag) can route traffic outside of the Tor network, the
measurement circuit is a two-hop circuit where the first hop is the
measured relay and the second helper hop is selected among the
exits.! To prevent the measurement from being bottlenecked, the
second hop ideally needs higher bandwidth than the first [15, 27].
We expand on the measurement circuit in §3.

The IP addresses of the dirauths are public information. The
destination web servers (with which sbws exchanges arbitrary data)
are not intentionally hidden. They are easily fingerprintable [13, 26,
27], and their IP addresses are assumed to be public information.
Therefore, the two-hop circuit means that the measured relay (i.e.,
the one at the first hop) can always recognize that the traffic is
exchanged with one of the dirauths, and the helper relay (the second
hop) can always recognize that the traffic is exchanged with one of
the destination web servers. Both relays, therefore, can recognize
when they are being measured.

This is what makes inflation attacks possible: when a malicious
relay recognizes that it is being measured, it executes a “selective
DoS” attack [13] in which it throttles or drops normal client traffic
to prioritize measurement traffic, making itself appear faster during
measurement. Since clients’ relay selection is weighted by relays’
measured bandwidth, such inflation increases the probability of ma-
licious relays being used by clients. This can degrade load-balancing
and the overall performance of the Tor network. It can also lead to
the deanonymization of more Tor clients, since the adversary can
trivially identify a client via traffic analysis if both the guard and
exit relay of the client’s circuit are malicious [14, 16].

3 The Deflation Attack

In this section, we present the complement to the inflation attack—
the deflation attack. In an inflation attack, the measured relay prior-
itizes sbws traffic to increase its bandwidth weight; in the deflation
attack, the helper relay throttles measurement traffic to decrease the
measured relay’s bandwidth weight.

Threat Model. To effectively run the attack, the adversary is as-
sumed to control the fastest exit in the Tor network. This can be
achieved by running two? new exit relays on machines with 10 Gbps

I The sbws documentation states the measured relay can be in either position, but we
find this to be incorrect, as it deviates from what we see in the sbws source code.
2We assume the adversary runs two fast relays so that, as they are eventually measured
by sbws prior to the attack, they can be used to measure each other; a single fastest
relay would be bottlenecked during measurement by the (benign) second fastest.
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Figure 1: Schematic diagram of the deflation attack.

links, as the current fastest exit relays advertise about 1 Gbps band-
width capacities. On a popular cloud hosting provider, Hetzner, it
would cost about €800 per month to operate these relays [19]. Note
that, by definition, there is always a fastest exit relay and hence
someone is always in the privileged position to run this attack.
Deflation. A sbws two-hop circuit can be described as follows:
sbws 2 R & & 2 ws, where sbws is the sbws client, R
is the relay being measured, & is a randomly-chosen helper exit
relay, and ws is the measurement web server. When a malicious
exit is chosen by sbws, then, through its vantage point on the path
sbws 2 R é 2 ws, it can throttle the measurement by
introducing delays (in our case, via a token bucket). This setup
is shown in Figure 1. Crucially, sbws cannot distinguish between
a slow relay R and a malicious exit relay & because it can only
observe end-to-end performance; however, since sbws selects the
exit relay & because it has ample bandwidth, sbws always attributes
the bottleneck to the measured relay. As a result, R’s bandwidth
will be significantly underestimated by sbws.
Helper selection. For two reasons, to perform the deflation attack,
the malicious relays must be selected for the helper position with
high probability. First, and perhaps obviously, the malicious relay
can deflate a victim’s measured bandwidth only when it is selected
as the helper. Second, there are currently five authorities running
sbws (see §2). To arrive at a single bandwidth estimate for each
relay, the median measurement is used, so a malicious relay must
be present on the majority of the authorities’ measurement circuits.
As mentioned previously, helper relays are selected randomly by
sbws, which is seemingly problematic for the attack—there are thou-
sands of relays in the Tor network. However, to avoid bottlenecked
measurements, sbws makes the reasonable choice to enforce that
helper is roughly 2x faster than the target relay (according to the
bandwidth weights at the time of measurement): to select a helper
for a relay with bandwidth B, the logic sbws uses is shown in the
pseudocode below (original source code is given in Appendix A).

for win {2,1.75,1.5,1.25,1} do
S « {exit relays with consensus weight > w - B}
if S = 0 continue.
return a uniformly random relay from S

end for

return The fastest exit relay > (fall back if no faster relay exists)

Hence, the fastest exit relays are chosen at disproportionally high rates
to help measure other fast relays in the network. To demonstrate
this effect, for a Tor consensus from July 16, 2026, we simulated a
scenario wherein an adversary inserts two malicious exit relays,
both provisioned with 2x the bandwidth of the largest exit in the
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Figure 2: Probability of the fast malicious relays being se-
lected as the helper node by sbws for the first 1000 fastest
relays in the Tor network. 10% of Tor’s bandwidth is provided
by its fastest 134 relays; 25% by its fastest 489 relays.

network. Figure 2 shows the probability of either malicious exit
being selected as the helper for the first 1000 fastest relays in the
Tor network. The fastest 112 relays, which represent nearly 10% of
Tor’s bandwidth, are measured using a malicious helper with 100%
probability. That is, a large fraction of Tor’s fastest relays may be
reliably deflated by the adversary.

Effect. The damage caused by the deflation attack is similar to the
inflation attack. First, Tor’s performance may be degraded: because
victim relays have deflated consensus weights, they will be chosen
less frequently and underutilized. If many relays are attacked, the
overall load-balance and performance of the Tor network can be
negatively impacted. Second, an adversary who also operates guard
relays can target honest exit and guard relays with high consensus
weights. By deflating honest relays, the adversary increases the
probability that malicious guard and exit relays will be chosen.
When positioned as the first and last hops in a circuit, the adversary
can perform traffic correlation attacks [14, 16], breaking anonymity.
We demonstrate both effects in the next section.

4 Implementation and Evaluation

We implement the deflation attack by modifying Tor 0.4.9.6 to apply
its existing token-bucket rate-limiting algorithm to targeted (victim)
relays. As our 274-line patch constitutes deployable attack code, we
will restrict its distribution to research groups and the Tor Project
(under a free license) rather than release it publicly.

Simulation setup. We use a 1%-scale Tor network (relative to the
live network), as configured by Shadow’s tornettools utility [11, 23].
This yields 79 relays, of which 46 are guards, 22 are exits, and 25 are
middles; 14 have both the cuarD and exiT flags. All simulations use
Shadow 3.3.0 and are performed across a local cluster at our insti-
tution and Jetstream2 large-memory nodes [2, 8, 17]. As workloads,
clients configured via tornettools perform 50 KiB, 1 MiB, and 5 MiB
downloads, with load calibrated to approximate that of the live Tor
network (i.e., load_scale=2). Additionally, simulations use three
directory authorities, each of which runs its own sbws instance and
uses a dedicated webserver.

We repeat each experiment five times. Error bars and shading in
the figures depict the range of measurements across these runs.
Adversary configuration. Unless otherwise specified, we target
our attacks at the top n non-malicious relays by consensus weight
that have either the GuarD or ExIT flags. The adversary runs a few
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Figure 3: Distributions of download time (log scale) for 50 KiB,
1 MiB, and 5 MiB transfers through Tor.

fast exits (usually two) and four mid-tier (closest to the median
weight) guards. The adversary’s guards are effectively honest-but-
curious and collude with the adversary’s exits to deanonymize
connections—they otherwise do not misbehave.

As metrics, we consider client download time and the end-to-end
compromise rate, where the latter is the fraction of Tor circuits in
which both the guard and exit are operated by the adversary. To
measure the efficacy of the attack, we consider a “baseline” network
that is topologically identical to our attack configuration, but in
which all participants behave correctly (i.e., the attack is disabled).
Because Tor computes a relay’s consensus weight as the median of
the three measured bandwidths reported by the sbws instances, a
deflation attack is possible only when malicious exits are chosen
by the sbws instance in a majority (> 2 of 3) of cases.

4.1 Network Performance

Rather than directly attacking the network’s actual capacity (e.g., as
in bandwidth denial-of-service), the deflation attack targets the net-
work’s load balancing. In effect, deflation causes relays’ bandwidths
to be mislabeled by sbws, resulting in poor resource utilization as
high-bandwidth relays are miscored and thus underutilized.

Figure 3 shows the effect of the deflation attack on Tor’s overall
network performance when the adversary controls the two highest-
bandwidth exit relays. The figure plots the cumulative distribution
of download times for clients’ 50 KiB, 1 MiB, and 5 MiB transfers,
with (dashed lines) and without (solid lines) the attack. With the
attack enabled, median client download times increase 1.7X for
small 50 KiB transfers and 5.5 for 5 MiB transfers. This corresponds
to a median increase in 5 MiB download time from 2.7s to 15.1s. The
tail also increases significantly—for example, the 99th percentile
download time for 5 MiB files increases by 18.8%.

4.2 Deanonymization

Tor is vulnerable to traffic-correlation attacks: an adversary who
observes both sides of a circuit can trivially discern the sender
and the receiver; even without controlling the middle relay, it can
perform traffic analysis to confirm that both observations belong
to the same circuit [14, 16].

Deflation allows an adversary to improve its observability of
Tor traffic by degrading relays it does not control, increasing the
probability that relays it does control are chosen in the guard and
exit positions. We evaluate the effect of deflation on anonymity



Compromised circuits ~ Amplification

Baseline 1.6% [1.1%-1.8%) -
Attack 6.6% [6.1%-9.9%) 4.1x

Table 1: Percentage of Tor circuits an adversary controlling
the top two exits and four mid-tier guards can deanonymize
(median over five runs; min/max in brackets).
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Figure 4: Percentage of compromised circuits (y-axis) as a
function of the number of top exit relays (by bandwidth)
controlled by an adversary.

using two malicious exits (as before) and four adversary-controlled
guards. The guards are mid-tier and chosen to be those closest to
the median, as measured by guard weight.

Table 1 shows the percentage of compromised circuits without
and with the attack. Without the attack, the adversary deanonymizes
1.6% of circuits. By deflating other exits and guards, it increases its
observability by 4.1X and deanonymizes 6.6% of circuits.

We also consider how the attack scales with the adversary’s
control over exit bandwidth. Figure 4 shows the percentage of com-
promised circuits as a function of the number of exit relays operated
by the adversary; the percentage of adversary-controlled exit band-
width is shown in parentheses. The number of malicious guards is
held at four. With larger adversary coalitions, both the compromise
rate and the “amplification factor” (the compromise rate relative to
that achieved without the attack) increase. For example, if the ad-
versary controls the top three exit relays, its ability to compromise
Tor circuits increases by 5.4X (from 2.0% to 10.9%, at the median).

5 Defense

We defend against the deflation attack by assigning each sbws in-
stance a dedicated, unlisted exit relay. The exit relay enforces a
restrictive exit policy that permits connections only to the sbws
measurement server. sbws instances construct measurement cir-
cuits using their dedicated relay as the second-hop. Consequently, a
malicious public exit cannot occupy the second hop, eliminating the
attack opportunity. There is no anonymity-set or load-balancing
distortion because the dedicated relays carry no user traffic.

We evaluate the defense using the same Shadow configuration as
in §4, with four malicious exits. Figure 5 shows the defense’s efficacy.
In an undefended network, the adversary supplies the second-hop
for 89.6% of victim measurements (range 87.5%-91.5%), causing
victim bandwidth to be underestimated by 27X (range 25X-35X)
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Figure 5: Percentage of end-to-end compromised circuits (y-
axis) with and without the dedicated-exit defense.

and amplifying end-to-end compromise 5.5X (3.1% — 17.1%). With
the defense, no measurement uses a malicious second-hop (0% in all
runs), victim measured bandwidth is essentially unchanged (1.1x),
and the compromised-circuit rate is similar to the baseline (1.0x).

The defense requires each sbws instance to host one exit and
a web server. This should incur no additional cost if the instance
has symmetric bandwidth. Crucially, the defense does not require
changes to Tor—only a minimal sbws patch that pins measurements
to the dedicated relay; hence, directory authorities can deploy it
without a Tor release or relay upgrades.

6 Related Work

Johnson et al. were among the first to demonstrate attacks against
TorFlow [18], the functionally similar predecessor to sbws [13].
They simulated a malicious exit that not only prioritizes measure-
ment traffic (the selective DoS attack), but also exploits TorFlow’s
trust in self-reported bandwidth, falsely reporting arbitrarily high
bandwidth to dirauths. The combined attacks achieved a weight
inflation of 177x for their malicious relay. Sendner et al. enhanced
the selective DoS attack by placing their simulated malicious relays
on the same physical host or behind the same network gateway,
provided that the host or gateway owns multiple public IP ad-
dresses [20]. Once the host or gateway recognizes measurement
traffic, it dynamically reallocates all bandwidth to the measured re-
lay, so that each relay appears to have the total available bandwidth
rather than the fraction it actually has. Jansen et al. also explored
DoS attacks in Tor, with TorFlow instances among the targets [12].
Their attacks use the more traditional strategy of flooding. Others
have proposed improvements to TorFlow and sbws, as well as al-
ternative systems [4, 5, 13, 22, 24]. To the best of our knowledge,
we are the first to propose the deflation attack.

7 Conclusion

This paper introduces a novel deflation attack in Tor that allows
malicious exits to decrease other benign relays’ weights in the
consensus by throttling sbws measurement traffic. We evaluate the
deflation attack in Shadow and demonstrate that it degrades both
performance and anonymity. We conclude by proposing a simple
and lightweight solution that dedicates trusted exits as permanent
second hops for all sbws measurement circuits, eliminating the
means for the deflation attack.
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Appendices

A

sbws Source Code

Listing 1 shows the helper relay selection routine from sbws v2.2.0
(sbws/core/scanner.py:294). Comments and unreachable code
were removed, and a few explanatory comments have been added.
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def _pick_ideal_second_hop(relay, rl, relay_as_entry, candidates):
min_relay_bw = rl.exit_min_bw() # <- Set elsewhere to be roughly the 25th
# percentile of Tor bandwidth values

for min_bw_factor in [2, 1.75, 1.5, 1.25, 1]:
min_bw = relay.consensus_bandwidth * min_bw_factor

if min_bw < min_relay_bw: # <- These lines just ensure the selected
min_bw = min_relay_bw # relay isn't too small

new_candidates = stem_utils.only_relays_with_bandwidth(
candidates, min_bw=min_bw

if len(new_candidates) > 0:
chosen = rng.choice(new_candidates)
return chosen

candidates = sorted(
candidates, key=lambda r: r.consensus_bandwidth, reverse=True
)
chosen = candidates[0]
return chosen

Listing 1: sbws’s helper selection algorithm.
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